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SUMMARY

This program document is a user guide for the Client-Bank (WEB) Software System of the Client module (hereafter SC) designed for working with electronic documents. The guide contains:

· overview;

· electronic documents;

This program document was developed by Belarusbank.
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1. OVERVIEW
1.1.
Purpose of Electronic Documents
Меню «Электронные документы» предоставляет пользователю возможность передачи в банк для анализа и принятия решения, электронных копий документов.
1.2. SC Functions for Working with Electronic Documents
The software performs the following functions:

1) creating electronic documents;
2) editing electronic documents;
3) viewing electronic documents;
4) applying electronic digital signatures to electronic documents for approval and (or) transfer them to the bank;

5) removing an electronic digital signature from documents;

6) deleting electronic documents from the database;

7) transferring signed and approved electronic documents to the bank for further processing by responsible officers of the bank;

8) revocation of electronic documents transferred earlier but not processed by responsible officers of the bank;

2. ELECTRONIC DOCUMENTS
2.1 Logging in the System
1. Launch any web-browser (Internet Explorer, Opera (64-bit version), Firefox(64-bit version), Chrome (using IETab)) and go to https://cb.asb.by The program starts with checking the presence of Microsoft Silverlight plug-in (version 5.0.61118.0), security tools and connected iKey electronic key. If one of the required components is missing, the program offers to install it on the user’s workstation.
2. Enter your name and password to log in to the system and undergo identification and authentication (Fig.1). Working with the system without successful authentication and authorization of a user is impossible. Authentication and authorization of a user are executed at the Data Base Management System (DBMS) level with consideration of access rights to the system modules. Logging in is executed using login and password (“Login by password” tab) or using a key (“Login by key” tab).
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Fig.1 Page for user data input
To prevent unauthorized access to the User's data through SC “Client-Bank (WEB)”, there is an opportunity to enter the password three times when logging in the SC, upon which the access is blocked for one hour. If the same is repeated, the access will be blocked for one more hour. Upon entry of wrong password in three attempts for the third time, the access to the SC will be blocked totally. For unblocking, the User must contact the corporate business service of the bank's structural subdivision serving the customer and provide an identity document to check that the data in the SC corresponds to the data of the client's user.
3. Select the Documents tab in the main menu of the application (Fig. 2) to display the list of documents available for work.
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Fig. 2. Main menu of the SC page.
2.2. Working with an Electronic Document
4. Select the “Electronic documents” option at the left part of the form in the menu with the list of available documents and then click “In process” (Fig. 3).
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Fig. 3 Electronic documents. In process.
5. To create an electronic document click the “Create Document” button (Fig.4) at the right part of the form in the menu with the list of available operations for documents.
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6.
In the window of creation of an electronic document, fill all data, selecting the type and kind of a document from the drop-down list, and fill information in the “Note” field (Fig. 5). To copy and paste text in the input fields, use the keyboard shortcuts Ctrl-C (Copy) and Ctrl-V (Paste).
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Fig. 5 The Filling the electronic document details window
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Fig. 6 “Attaching a PDF file to an electronic document” window.
7. Attach an electronic copy of the document (a PDF file) by clicking the [image: image7.png]


 button and choosing the file using Windows explorer (Fig. 6).
Инструкция. Работа с электронными документами. ПК Клиент-банк (WEB). Ред. 06.08.2018
8.
To save an electronic document, fill all required details (fields are highlighted with red frames) and click the “Save” button (Fig. 7). All information will be recorded to the centralized database on the bank’s server. After sucsessful saving, the document will appear in the list of electronic documents with the “Posting failed” status (current state).
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Fig. 7 Saving an electronic document with all fields completed.
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Fig. 8 Signing an electronic document.
9. Before transferring data to the bank for execution, mark prepared documents and click the “Sign a document” button (Fig. 8). Any document can be edited, if necessary, by clicking the “Edit document” button. A PDF file attached to the electronic document can be viewed by pressing the “View document” button.
10. In the confirmation window for the application of electronic digital signature for documents enter a password to the private key and click “Continue” (Fig. 9). Signed documents will acquire the “Signed” status.
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Fig. 9 Entering a password to the private key.
11. If documents need approval, repeat the signing procedure (paragraph 9) for previously signed documents with option to choose the number of times specified by the User for processing documents signed using Electronic Digital Signature (EDS) (Fig. 10). If it is necessary to perform the operation for several documents, the user can select them on status (the "Select on Status" option) and choose the status of documents that have to be marked (Fig. 10).
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Fig. 23. Selecting documents on status
12. To transfer documents to the bank for execution, mark the signed documents and click the "Transfer to bank" button (Fig. 11). Documents that have been transferred to the bank acquire the "Transferred to bank" status. Responsible officers in the bank perform all further operations with such documents.
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Fig. 11 Transferring electronic documents to the bank.
13. Starting from Version 1.7.1 dated 28.02.2018 pursuant to NBRB Resolution No. 46 dated 16.04.2009 “On approval of the instructions on the procedure for registering transactions and performing the functions of currency control agents by the banks providing cash finance servicing”, the “Revoke document” operation is closed. When transferring these documents types to the bank (“Transfer to bank” button), the document status is automatically set as “Processed by the Bank” without option to revoke it from the bank (Fig. 12).
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Fig. 12 Electronic documents processing by the bank

14. Documents that have been deleted by the user or denied by the bank, can be viewed in the “Documents” menu, followed by “Electronic documents” and then “Denied” (Fig. 13). List of documents is displayed for the period specified by the User. Initially, specify the period for viewing documents, then, after clicking the "Find" button, a search is performed and a list of documents for the period specified by the user is displayed. If the data in the fields "For the period from" and/or "till" are changed, but the request for the period was not executed (the "Find" button was not pressed), then the “ [image: image14.emf]” mark will be set in the specified fields, indicating an incomplete operation for this request. After pressing the "Find" button and forming the list of documents for the period, this mark will be automatically removed. For documents revoked or deleted by the user as well as for those ones that have been denied by the bank, such operations as “View document” and “Protocol” are available (Fig. 13).
15. All documents accepted or processed by the bank can be viewed in the “Documents” menu, followed by “Electronic documents” and then “Processed”. For documents processed by the bank, such operations as “View Document” and “Protocol” are available.
16. To view and/or print an electronic document, mouse the cursor over the document necessary for viewing from the list and press the “View document” button. External representation of the document for viewing or printing will display in a new tab of the browser (Fig. 14).
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Fig. 13 List of revoked, deleted and denied documents
17. To view all the operations with a document performed after it was created, put the mouse over the document and click “Protocol”. The list of all operations in the reverse chronological order will be displayed (Fig. 15) 
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Fig. 14 External representation of an electronic document
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Fig. 15 Protocol for the selected document.
2.3 Documents Search with Specified Details
1.
To search documents use the “Search by details” function (the “Documents search” button). When pressing the button, a window with input form for entering document details is opened for searching (Fig. 16). The input form offers the opportunity to search data by the “Document number”, “Document date”, “Document type” and “Kind of document”.
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Fig. 16 Documents search by details
2. For documents with the “Processed” and “Denied” status, the window for entering the document details for search additionally displays the period for viewing the documents list (Fig. 16). After filling in all the necessary details for documents search, click the “Continue” button. It is also possible to clear previously entered information (the “Clear the form” button) for further filling in the form with new data or for resetting the filter. The “Cancel” button for documents search will leave the information on the user's screen unchanged.
3. After clicking the "Continue" button, a documents list corresponding to the search conditions for the previously entered details will be displayed on the screen. If the documents were not found, the list will be empty. In the upper line, above the window with the list of documents, an additional information message “An active filter” will appear (Fig. 17). This means that the documents displayed in the list are filtered by the details specified by the user. When hovering the cursor over this message (“An active filter”), the user will be shown a list of search details with the detail name and its value. In addition, to view all the details of the filter, you can click the “Documents Search” button again. All data entered by the User for search are saved until documents search conditions are updated or until filter conditions are reset. For further work with documents, you can change the search conditions by clicking the “Documents search” button, or reset the filter to get a complete list of documents by clicking the “Update” button.
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Fig. 17 Information message about filter availability in the documents list
